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Abstract: With the rapid development of the Internet, multimedia communication and authorization
become more and more important. In order to avoid geometric distortions in watermark embedding, this
paper proposes a geometrical attack resistant image watermarking algorithm based on histogram
modification. The watermark information is embedded into the original image by modifying the number of
the gray samples of the image histogram. One bit of the watermark is embedded by changing the number of
samples of the three adjacent grey levels in the histograms and the same watermark repeatedly embedded
into each of the four histograms. Watermark detection is an inverse process of watermark embedding.
Watermark information is detected based on the relationship of the number of samples of the three
successive gray levels. The experimental results show that our algorithm is robust to both geometrical

attacks and those conventional signal processing attacks and achieves high detection rate.
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1 Introduction

With the rapid development of multimedia and Internet technology, a great deal of information has become
available [1-3]. Meanwhile, they have become the greatest tool for malicious user to attack and pirate the
digital media [4-6]. In order to protect copyright and prevent illegal copying, digital watermarking is a
potential solution to this issue [7, 8]. Digital Watermarking is a technique that inserts some information
into carrier without degrading its quality [9-11].

Image watermarking has gained considerable research. Compared with the common signal processing
attacks, geometrical attacks can change the spatial position of pixels and the physical position of watermark
[12,13].

To improve the watermarking algorithm’s robustness against the geometrical distortions, some useful

methods have already been presented. A DWT-DFT (discrete wavelet transform - discrete Fourier
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transform) composite image watermarking algorithm [6] is robust against both affine transformation and
JPEG compression, however, the robustness of the watermark against median filtering and random bending
needs to be improved.

Some image watermarking algorithms based on histogram have been proposed to improve its
performance against geometrical attacks. Geometric invariant watermarking schemes for gray-level images
based on histogram in DWT domain [14, 15], using block-based histogram and intensity-level histograms
were proposed to resist geometric distortion. These two methods can effectively resist JPEG compression,
image cropping, scaling, but their robustness against image rotation is defective.

In order to enhance the secret information security, a reversible blind image watermarking algorithm [7]
was proposed that utilized histogram rotation to embed a binary watermark in discrete fractional random
transform (DFRT) domain. However, because of the randomness of DFRT, the algorithm is difficult to
retrieve the watermark.

For color images, a HSV (Hue, Saturation, Value) image watermarking scheme [16] was proposed. The

watermark embedding is based on the histograms of HSV planes.
Although this method can withstand geometric attacks, when the variance of the additive Gaussian noise is
more than 0.1, the extracted watermark had severe distortion. An invariant image watermarking scheme [17]
utilized the histogram shape and the mean in the Gaussian filtered low-frequency components of images to
resist geometric attacks.

Watermark robustness to some geometric attacks is still challenging in the image watermarking
research. When an image has undergone geometric attacks, the position of all or some of its pixels may be
modified, the number of its pixels may be decreased or increased, and the value of its pixels will be
distorted due to interpolation errors during geometric attacks.

Histogram shapes are not only invariant to the scaling, but also resistant to rotation, translation and
random bending attacks due to their property to be independent of the position of pixels in the image plane
[18]. Consequently, the image watermarking algorithm based on histogram can provide tradeoff between
robustness and security.

In this paper, we are going to focus on the image watermarking algorithm robust to geometric attacks
and common signal processing manipulations. In general, it is very difficult to make an image
watermarking algorithm robust to not only geometric attacks but also common image processing operations.
To solve the problem, we propose an image watermarking algorithm based on histogram modification to
resist geometric attacks and common signal processing attacks.

A novel watermark embedding rule is established that conceals the watermark in the image by
modifying numbers of samples of gray levels of the histogram. First, a fixed gray value range is chosen to

embed the watermark and the three consecutive gray levels are divided into a group to embed one bit of



watermark. Next, numbers of sample value of a gray level are modified to the sample value of the neighbor
gray level to insert the watermark, the modified histogram is mapped to the watermarked image. Because
the embedding rule is reversible, the watermark is easily extracted by judging the relationship of the

number of samples of the three consecutive gray levels.

2 Watermarking algorithm based on histogram modification

In general, image histogram shapes are not only invariant to the scaling, but also resistant to geometric
attacks such as rotation, translation and random bending due to their property to be independent of the
position of pixels. In special, image histogram shapes corresponding to low-frequency components are
more resistant to geometric attacks. Therefore, before watermark embedding, the use of Gaussian
filter-based preprocessing for extracting the robust feature is necessary [17]. The input image is filtered
with a Gaussian low-pass filter for removing the high-frequency information. Suppose that the image has

been filtered, we will mainly consider the watermark embedding process.

2.1 Watermark embedding method
2.1.1 Decision of watermark length
In this paper, we adopt the 256 gray-level image histogram. If the original image is color, its color space is
converted into gray scale. Gray histogram is one simple but very important statistical feature of an image
and it has been commonly used in image processing. Histogram of a gray image can reflect the relationship
between the image gray level and the number of pixels in this level. A 256 gray-level image histogram can
be represented as

O={ ()}
where () represents the number of pixels corresponding to the kth gray level.

In case the image is rotated, only the pixel number of zero intensity value is changed, the pixel number
of other pixel value remains basically unchanged, so the statistical curve is essentially coincident with the
original histogram. Scaling and shearing attacks reduce the pixel number, the attacked histogram curves are
below the curve of original histogram, but the corresponding relationship of the statistical characteristic of
histogram keeps mostly unchangeable.

In this paper we use binary sequence as watermark information. The length of the watermark is decided
according to the number of sub-image gray level and should be less than the number of gray - levels of the
histogram.

In this paper, we use three consecutive gray levels to embed one bit of watermark. Therefore, the range

of gray-level value R should not be less than 3L in order to embed the whole watermark sequence:
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The watermark sequence of length L is repeatedly embedded in the 4 sub-images of the original image.

2.1.2 Watermark embedding principle
In general, when some gray values are changed to adjacent gray values in the image, the original image
produces very little distortion. Based on this fact, in this paper, the watermark is embedded into the
sub-image through modifying the number of samples of the image histogram.

Starting with the minimum gray level of each sub-image, every three consecutive gray levels (bini, binz
and bins) are combined into a group to embed one bit of watermark. Denote the original number of pixels
in three consecutive gray levels by @, b and c, respectively. We can embed one bit of watermark by

modifying number of three consecutive gray level samples into a group
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where V is a threshold value controlling the number of modified samples. The bigger the V, the more the
distortion due to the more samples being modified, the stronger the robustness. A desired V value is to
make a good trade-off between the robustness and imperceptibility. In general, imperceptibility of the
watermark expressed with the peak signal-to-noise ratio (PSNR) value is ensured to be over a particular
value by adaptively modifying the V' value. When the watermark bit =1or = 0, the watermarking
process is as follows.

When the watermark bit =1 and ZT =, no operation is needed. When the watermark bit =

2 . . .
land —< , the numbers of samples in the three consecutive gray level, a, b and c, are reassigned to

satisfy
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where a1, b1 and c1 are the numbers of samples in the three consecutive gray level after changed. To satisfy

formula (4), we randomly choose 1, samples from bin; and 3, samples from bins and move those

samples to binz (Fig. 1). After that, the number of samples of binjis ; = — 45, thatofbin3is ;= -—
3o and that of bin2is ;= + 15+ 3,. Hence,
1
§)= 1, +1, A=s = 1)
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i Incase of embedding watermark bit "1"
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Fig. 1 The numbers of samples changed according to watermark bit “1”

where ; and 3 denote the kth modified sample value in binl and bin3, respectively, gl) and gl)

are the kth modified versions of ; and 3 , respectively. Thus, (3) can be expressed as
2( + 1o+
(+ 12+ 32) > 5)
+ - 127 32
Without loss of generality, let  denote the total number of modified samples, from (5) we can easily get
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The modified number of samples is proportionate to the original number of samples in the bin, that is,

-=— )
From (7), we have the following deduction,
2= 3 (2% 2= +) 2
=( +) 2
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Thus, the modified numbers of samples are as follows:
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When the watermark bit = Oand ZT < , no operation is needed. When the watermark bit =0

2 . . .
and — =, the numbers of samples in the three consecutive gray level, a, b and c, are reassigned to

satisfy
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where o, o and ( are the numbers of samples in the three consecutive gray level after changed. To
satisfy (9), we randomly choose ,; and ,3 samples from bin2 to move to binl and bin3 (Fig. 2).
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Fig. 2 The numbers of samples changed according to watermark bit “0”.

+ 5, that of bin3 is + 53 and that of bin2 is

After that, the number of samples of binl is ¢ = 0=
0= T a7 23
2,1) = 2 —1 1= = 2)
@ _ (10)
2 = 2 *+1 (l=s = 2)
where , and , denote the ith and the j th modified sample value in bin2, g)) and g)) are the ith and

the j th modified versions of , and , ,respectively. Thus (9) can be expressed as

++21+23>

= 11
2( = 21— 23) (n
From (11) we can get the total number A of modified samples
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The modified numbers of samples from bin2 are as follows:
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This process is repeated until the whole watermark sequence is embedded. The modified histogram is

the histogram of the watermarked image.



2.2 Watermark extraction method

Since the watermark embedding rule is reversible, the watermark extraction process can be easily
implemented.

First, we generate a histogram for watermarked image. Now, let's consider how to detect the watermark
from one sub-image. We select the same range =[ , ] (0< |, <256) of gray-level
value of the histogram to extract the watermark sequence. In this range, the histogram levels are divided
into groups, the three consecutive gray levels as a group.

Next, for each group we can extract one bit of the watermark. Suppose that the numbers of samples in
three consecutive gray levels are , ', ', respectively. By computing the ratio between ~ and '+ ', one

inserted bit is extracted.

(14)

where is the estimate value of the watermark bit. Denote the watermark estimate value sequence

The process is repeated until all bits ara extracted.

extracted from all groups as

If the detected sequence  is matched with the embedded sequence  , the searching process is

completed.

3  Experimental results

In order to measure distortion and similarity between the original watermark W and the extracted
watermark ', the following quality metrics are used: PSNR and normalized cross-correlation (NC).

In the experiments 3 images of size 512 x 512 and 256 gray levels woman, peppers and Lena were
taken as the host images.

In the experiments, important parameter is the threshold V. Watermark imperceptibility is used to
measure the distortion amount due to the inserted message.

In the histogram-based watermarking schemes, the distortion is related to the embedding threshold V'
and the length L of the inserted watermark sequence.

In the experiments, we measure the watermark imperceptibility with the PSNR value. The greater the V,
the lower the PSNR value because the more samples are modified. For the watermark image, the PSNR
value must be over 40 dB, thus, in general, the range of the threshold V'is in [1, 2].

The host images and watermarked images are shown in fig. 3 and fig.4, respectively.



Fig. 3 Original images (a) woman (b) peppers (c) Lena

Under no attacking environment, the PSNR of original and watermarking image of woman is 60.25 dB,
the PSNR of peppers is 60.20 dB, and the PSNR of Lena is 60.21 dB.

The results demonstrate that the watermark imperceptibility with the proposed algorithm is excellent.
The robustness of the proposed algorithm is tested by applying conventional signal processing operations
on thewatermarking images and then retrieving thewatermark.

Table 1 shows the results of watermark extraction after adding different types of noise, filtering and

compression process.

Fig. 4 Watermarked images (a) woman (b) peppers (c) Lena

Table 1 The results of conventional attacks

NC
Attacks
Woman Peppers Lena
Gaussiannoise ( =0, =0.01) 1 1 1
Gaussiannoise ( =0, =0.02) 1 0.9833 1
Gaussian filter ( =02, 3x3) 1 1 1
Gaussian filter ( =0.3, 3x3) 1 1 1
Wiener filter (3 % 3) 1 0.9906 1
Median filter (3 x 3) 1 1 1
JPEG(Q=10) 1 1 0.9763
JPEG(Q=30) 0.9621 0.8069 0.8271

As depicted in Table 1, the original images are affected by Gaussian noise with mean (m) and variance



(v). Then we have tested the performance of the proposed algorithm after applying filtering process by
Gaussian (with mean m = 0.2) low-pass, Wiener and median filters using mask of size 3 x 3. To test the
performance of resisting to geometrical attacks, the watermarking images are counterclockwise rotated at
an angle, cut a certain proportion from left side, enlarged or reduced, moved their pixels horizontally and
vertically, respectively.

Table 2 lists the results of applying rotation, cropping, scaling and translation between the original
watermark and the extracted one. From Table 2 we can see that the proposed algorithm is robust to
geometrical attacks. Those results demonstrate that our algorithm is robust to geometric attacks as well as
general signal processing attacks.

Table 2 The results of geometrical attacks

NC
Attacks
Woman Peppers Lena
Rotation 10° 1 1 1
Rotation 20° 1 1 1
Rotation 30° 0.9833 1 1
Crop 1/16 1 1 1
Crop 1/12 1 1 1
Crop 1/8 1 1 1
Scaling by factor 1/16 1 1 1
Scaling by factor 1/8 1 1 1
Scaling by factor 3/2 1 1 1
Translation 10 pixels 1 1 1
Translation 20 pixels 1 1 1
Translation 40 pixels 0.9763 1 0.9833

4 Conclusion

In this paper, we use affine immutability of the histogram to embed and extract the watermark information.
One bit of the watermark is embedded by changing the number of three adjacent grey level sample in
the histograms.
The experimental results demonstrate that our algorithm is robust to both geometrical attacks and those
conventional signal processing attacks and achieves high detection rate.

In the future research, we will establish new ways so that a longer watermark sequence can be inseted.
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