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Abstract: Different from the existing quantum threshold signature schemes, which are
mainly based on the classical Shamir’s threshold signature scheme, we construct the map from the
multiple binary information to a quantum and support a new threshold signature scheme based
on divisible quantum entanglement and P -unitary operator, which are well defined in the paper.
Compared with the existing the schemes, the scheme involved fewer quanta. The scheme also
meets the requirement of “Threshold Signature™, that is to say, only the number of participants is
not less than the threshold, they can execute the signature or the verification.
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As an important Quantum cryptography, quantum secure direct communication(QSDC) has
attracted many attentions and a lot of achievements are obtained [10~23], such that the QSDC
protocol based on the idea each bit of key can contains one bit of secret message and a additional
classical information[11,12,16,22], the QSDC protocol based on the idea quantum dense coding
with an EPR pair[5] and the QSDC protocol based on the idea order rearrangement[19,20].

Many quantum threshold signatures have been obtained[2-9]. A classic quantum threshold
signature was given by [6,7] , which are based on the classical Shamir’s threshold signature
scheme[24] and the map from one binary information to one quantum.

In this paper, Different from the existing quantum threshold signature schemes, we support a
new threshold signature scheme which are not based on the classical Shamir’s threshold signature
scheme. Firstly, we define divisible quantum entanglement and P -unitary operator. Secondly,
we construct the map from the multiple binary information to a quantum. Finally, we support the
threshold signature scheme based on divisible quantum entanglement and P -unitary operator.
Compared with the existing the schemes, the scheme involved fewer quanta. The scheme also
meets the requirement of “Threshold Signature”, that is to say, only the number of participants is
not less than the threshold, they can execute the signature or the verification.

1. Key Definitions

We introduce the key definitions of the scheme.
(1) Divisible quantum entanglement

Let s,N,>2k,t,t, >1 areintegers satisfying N, =(t, +t,)k , and
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be a quantum entanglement, where
A e{—ZLl},a” {0} i=1---5,j=1---,N,. 2
We say | @) isadivisible quantum entanglement if
4 i+t
D P,;modp= > P ,modp forany i=1---,s, 3)
j=1 j=t+1

where p=2% and
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The following is some examples | @) of divisible quantum entanglement.
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Which implies t, =t, =2,k =1,s=N, =4,.
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(2) p -unitary operator

Let p>1 beaintegerand U be aunitary operator defined on the complex field C,

thatis to say, U satisfies

UTu=uuT =1,
where U " denotes that U transposes and all components of U takes the conjugation.
Wesay U isa P -unitary operator if
UP=1,U"#li=L1--p-1. ()
The following is atypical 2x2 P -unitary operator:

cos(m -27) —sin(m -27)
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where (m, p) =1, which means m and p are coprime.
It can be easily proved that
Ixm . Ixm
cos(x— -27) —sm(x— -27)
Ui p p
. ixm ixm
sm(x— -271) cos(x— -27)
p p
Then

Uf=1,U"=li=1---,p-1.

2. The quantum threshold signature

Let RV ={R,,--~,R,.,} be the group of the participators of the threshold signature

scheme, R® ={R,---,R,} be the group of signers and R* ={R ,,---,R, .} be the group

n+m

of verifiers.
Let TTP be the trusted third party . TTP chooses a divisible quantum entanglement.

withintegers s,N, >2,k >1,1<t <n, 1<t <m, N, =(t, +t,)k and p=2“.

Let the message to be signed be M =(c,,C,,---,Cy) , where N=1, 0<c <p,
i=1---,N.

In the process of threshold signature, for simplifying the signature , we assume R,,---, Rtl

signs, R .,---,R .. verifies the signature.

N+t n+t,

This scheme contains four steps: the generation of an individual private key, the
generation of threshold signature, the verification of the signature and the security analysis.

2.1 the generation of an individual private key K, j=1---t,n+1...,n+t,.

TTP generates N, quanta |31>,|az>, ..... |aN> following the quantum entanglement

for N times,
l S
lp) =—= j’i|ai,lai,2 ----- ai,N>
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and sends themto R,,--, Rtl, R, -+ R, by the quantum secure direct communication

n-+t,



schemes [15,16]. Note that TTP generates N, *N quantain all.

Foreachtime, R, receives

(b|,1’b|,2'---!b|,k) = (a(i—l)k+1'a(i—l)k+2""’a'ik) oo =11
(bl,l’bl,Z""’ blk) = (a(i+t1—n—l)k+l’ a(i+t1—n—l)k+27"" a(i+t1—n)k) , i=n+l...,n +t2
R, calculates

k=2, +2?b,,+.+b, i=L--t,n+l..,n+t,

as its part individual private key. By the property of the quantum entanglement and the
formula (3), we have

n+t,

1
D kimod p= >k modp (5)
i=1

i=n+1

For N times, R ; obtains aseries of part individual private keys

Kj:(kjl,ka,---,ij), j=1--t,n+l..,n+t,
as its individual private key.

2.2 the generation of threshold signature
Inthe process, R;,---, R, signs the message M = (c,,C,, -+, Cy) -
(i) R, generates a quantum state for the message M =(c,,C,, :*,C,)-

|¢0>:(| ¢1,0>’|¢2,0>n ------ !|¢|N>)

Where

16,0) =cos(%-2n)|o>+sin(%-27z)|1>, ©

The single quanta encode quantum state | ¢,) form M sequence.
(i) Rj; (I<j<t) exertsaunitary operatoron |@ ;,):

16.)=U" 4 1) i=1---,N

whereU isa 2x2 P -unitary operator:



cos(1 -27) —sin(1 -27)

U= Y p
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R,(@<]j<t) sends |4 ,)i=1--,Nto R;.

(i) R sendsM, |4, )i=1---N to R ,.

Remark: To check eavesdropping, we use a similar method as in [6,7] as follows.

R;,(L<j<t) prepares some sample quanta as (6) ,and inserts these single quanta

randomly into the M sequence. Rj_1 makes a record of the insertion positions of the sample

quanta for eavesdropping check. The sample quanta for eavesdropping check form C sequence.

Then Rj_1 sends all the quanta to Rj . After ensuring Rj has received all the quanta from Rj_l,
Rj_1 publicly announces the positions and the states of sample quanta. Then Rj measures these

quanta by using the same bases as RF1 announced. Comparing the results, Rj can determine

the error rate. If the error rate exceeds the threshold, the process is aborted.
Similarly, We also check eavesdropping by the method as in the generation phase of

threshold signature from th to R,,;.

2.3 the verification of the signature

Inthe process, R, -+, R, verifies the signature of the message M = (c;,C,,"+,Cy) -

n+lt’

(i) R,.receivesallthe quantafrom R. R, and lets |¢o)={¢, ) i=1---,N.
(i) R, ;4(<]<t,) exerts aunitary operatoron [¢, ;) as follows.
|¢i,j>:U_KJ|¢i,j—l> i=1,"',N
where

cos(1 -271) —sin(1 -271)

U= p p

- 1 1
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R, j2(l<]j<t,) sends |@ ;) i=1---,Nto R ;.



Giid R, generates single quanta with quantum state | #) = (| G0\l By o), @ )) from
the message M =(c,,C,,--,Cy).
By Quantum Swap Test Circuit (QSTC)[25], we execute the comparison between | ¢i,’0> and

| @inet, 2> 1=1--,N. If n[d)and|g, ., )are equal, for all i=1---,N . the signature is

valid.
The validity of the scheme is guaranteed by the fact.

With (4) and (5), forall 1=1,---,N, we have

ikji nﬁf—kji ikjimodp —% kjimodp
|(pi,n+t2> =y= Yy |¢|,0> =U " U = Ucp |¢|,0> :l ¢|,0> )

We also check eavesdropping by the method as in the generation phase of threshold signature,

from R, (1<j<t) to R ;.

2.4 security analysis

Now we will analyze some possible cases: (1) intercept-resend attack; (2) (t —1) -party
cheating attack.
(1) intercept-resend attack. In the scheme, R; (j=1,---,t, =1) or R ;; (j=1---,t,-1)

sends the quanta as (6). By the uncertainty principle, the attacker cannot exert the prober unitary
operator on each quantum. Then if the attacker take the intercept-resend attack, the rate that the

attacker is not cheched is im
p

(ii) (t—1)-party cheating attack. Assume t-1 signers or verifiers want to achieve the signing

or the verifying. Since

1 . n+t, .
Y kimodp=> kmodpi=1--,N,
j=1 j=n+1

and
Uf=1,U" =1i=1.--, p-1.
Then the rate that t-1 signers or verifiers achieve the signing or the verifying successfully is

1

m "

p

3. Conclusion



In this paper, we give the definition of divisible quantum entanglement and P -unitary operator,
construct the map from the multiple binary information to a quantum and support a new threshold
signature scheme. Compared with the existing the schemes, the scheme is not based on the
classical Shamir’s threshold signature scheme and involved fewer quanta. The scheme also meet
the requirement of “Threshold Signature”, that is to say, only the number of participants is not
less than the threshold, they can execute the signature or the verification.

Remark:
This scheme also suit for the threshold signature shemewithout a trusted party as in[6,7],
where signers and verifiers belong to the same group.
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